Combatting Cybersecurity Threats:

Collaboration between Government
Agencies and the Private Sector
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8-8:45am Registration
8:45-9 am Welcoming Remarks
Sharon Prince, Grace Farms Foundation
Neil Frieser, Frontier Communications
John Durham, United States Attorney for the District of Connecticut
0-9:45am The Current State of Cyber Threats and the U.S. Response
Keynote remarks by Matt Gorham, Assistant Director of the Federal Bureau of Investigation’s Cyber Division
9:45-10:45am Navigating the Regulatory and Law Enforcement Aspects of Cybersecurity and Breach Response
A panel of government representatives from the Securities and Exchange Commission, the Federal Trade
Commission, the New York State Department of Financial Services, and the Department of Justice discuss the
intersection of cyber regulations and voluntary cooperation with law enforcement following a breach.
10:45-11am Break
11-1:30 am Business Email Compromise: What It is and How to Avoid It

11:30 amM-12:30 pm

Representatives from the FBl and U.S. Attorney’s Office detail this growing and persistent cyber threat and how
to mitigate the risk.

The WADA Breach
Representatives from the government present an inside view of the breach and the lessons learned.

12:30-2 pm Lunch

2-2:45 pm A Look Into the Future of Cyber Threats
Keynote remarks from Professor Jason Healey concerning cyber risks on our horizon.

2:45-3:45 pm Governing Cyber Risk in the Private Sector
In-house counsel, outside counsel, a senior executive, and a cyber insurance representative discuss how they
assess and mitigate cyber risk.

3:45-4 pm Break

4-4:45 pm The Ethical Hacker
A conversation with a white-hat hacker about her motivation, methods, and what to know before you hire the
ethical hacker.

4:45-5:30 pm Dark Web

co-marketers

Kirby Plessa takes the audience on a walk through the dark web, demonstrating how stolen information is
obtained and sold.
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